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Abstract-In order to help satisfy' an apparent need for tools for
monitoring the activities of a computer network (see Mamrak [1]),
a system of special hardware and software, called a Computer
Network Monitoring System (CNMS), is being implemented in the'
University of Waterloo Computer Communications Networks Group
(CCNG). The'paper discusses the motivation and derivation of the
CNMS, then provides functional descriptions of most of the maj9r
hardware and software components, illustrates use of the CNMS,'
and lists experiments and applications. In a previous paper [21, the
motivation and architecture of the system were sketched.
The CNMS consists of: 1) a set of hybrid monitors, each of which
is controlled by a locally or remotely located computer; 2) monitor
control and data analysis software; 3) a network traffic generator;
4) measurement software in each computer monitored. Each com-'
puter to be monitored is attached to a monitor. Telephone lines,
possibly different from those of the network, connect the monitors
to the controlling computer.
.
Index Terms-Accounting for computer usage, computer instrumentation, computer networks, computer performance measurement, computer reliability.

I. INTRODUCTION

COMPUTER system, consisting of hardware and
A the
software to control it, is often so complex that

it is difficult to understand what is being done, how
efficiently it is being done, and what problems exist.
Moreover, computer systems are often connected to other
computers as well as terminals to form even more complex
computer networks.
Cole and others have defined a network of computers to
consist of two or more computers linked together, while
a computer network has been defined to be either a network of computers or a set of terminals connected to one
or more computers [3]. Most networks of computers
consist primarily of nodes, hosts, transmission links, and
terminals. A node (in this context) usually refers to a
computer used primarily to switch data. A compu~er
whose primary role is not switching data in the network
to which it is attached, is called a host. In some networks,
a sharp distinction is made between nodes and hosts,
while in others no distinction exists. Terminals are devices
which serve as the interface between man and the comManuscript received July 15, 1974; revised March 11, 1975.
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puter. The transmission links, of course, join this collection
of hardware together to form a network.
Determination of what a computer system or network
is doing is essential to effective management of it. This
involves monitoring (observing) its behavior as it executes
a set of programs and responds to its environment. The
behavior of a system or network acting on a set of programs
and data is characterized by the sequence of values of
certain parameters of the system and by the sequence of
events that occur as the system executes. These are
manifestations of the sequence of states traversed by the
system as programs of the workload are executed.
Although a variety of hardware and software monitoring tools and techniques have been developed to aid in
observing the behavior of computer systems (see, for
example, [4]-[14 J), little attention has been paid to developing tools for monitoring computer networks. Kleinrock and Cole [3J have successfully used elegant software
techniques to monitor the performance of the Advanced
Research Projects Agency (ARPA) network. Abrams et al.
at the National Bureau of Standards of the United States,
have developed tools for observing data flowing along a
communications line between a computer and a terminal
[15]. Fuller and others are instrumenting the C.mmp
multi-mini processor system.
The purpose of this paper is to discuss the motivation,
architecture, components, and use of a system of hardware
and software designed to monitor the behavior of a computer network or system. Morgan, Banks, and others have
previously sketched the purpose and architecture of the
Computer Network Monitoring System (CNMS) [2J,
[16]. This CNMS is being created in the ComputerC~
munications Networks Group at the University of
Waterloo, Waterloo, Ont., Canada.
The paper is organized in six sections. Section II
motivates the need for a monitoring system rather than
a set of unrelated, uncoordinated software and hardware
tools. By considering the problems involved in monitoring
a computer network, the section motivates characteristics
and major components of an ideal computer network
monitoring system. Section III presents the architecture
and describes the components of the CNMS being created
at the University of Waterloo. Use of this CNMS is
explained and illustrated in Section IV. Section V lists
some experiments being performed using the CNMS, and.
mentions some potential applications of the system.
Section VI summarizes this research, evaluates the
CNMS in terms of nine characteristics presented in
Section II, presents our conclusions so far, and outlines
some future work.
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II. NETWORK MONITORING SYSTEM
MOTIVATION
There are four fundamental reasons for monitoring a
computer system or network:
1) to observe its performance, thereby determining
whether work is flowing satisfactorily through it;
2) to detect malfunctions;
3) to diagnose the causes of any problems observe4;
and
4) to measure the resources used so that appropriate
charges can be made.
Usually the people who wish to monitor the activities of
a computer system are neither hardware, software, nor
statistics experts. Rather, they are either managers responsible for the system, software maintenance people
who lack detailed knowledge of hardware, hardware
maintenance personnel who lack detailed knowledge of
software, or researchers (students or professionals) seeking
statistics for their work. It is indeed rare that the person
seeking information is a computer software, hardware,
and statistics expert all in one. Thus, system monitoring
tools should be easy to learn to use as well as easy to use,
and detailed knowledge of hardware, software, and/or
statistics should not be necessary to observe the system
and get useful information about it. Furthermore, the
tools and techniques should be incorporated in a single
monitoring system to avoid having to learn to use several
different tools and techniques.
Computer networks are often distributed geographically,
so monitoring the behavior of a computer network involves
distributing the monitoring activities across the network.
.In order to correlate observations from scattered sites,
these monitoring activities must be centrally controlled
and coordinated, and the results must be centrally analyzed. Thus, monitoring a computer network involves
communications as well as monitoring. Network monitoring tools and techniques must be designed with this
in mind.
Although software has been used with some success to
monitor the performance of computer systems and net'works, experience indicates that monitoring software
without hardware often perturbs the system or network
unsatisfactorily. Hardware monitors without software aid
are too inflexible for most network applications. Certain
parameters, events and their attributes can best be determined by software, while others can best be determined by
hardware. Thus, some combination of hardware and software monitoring tools appears better than either hardware
of software tools 'alone. Moreover, if a computer network
i~ to be monitored, either the computers in the network
~ld include special hardware to aid them in self-monitoring while producing minimal interference with the network's functions, or a set of software-controlled hardware
monitors (often called "hybrid monitors"), one attached
to each computer to be monitored, could be employed to
complement necessary monitoring software in each computer. Each of these software-controlled monitors should
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be capable of having its activities controlled and its
monitored results sent through telecommunications links.
Control of these monitors and analysis of the data could
be performed by a computer system at a Network Monitoring Center (NMC), such as the ARPA Network's NMC,
which is used to coordinate software measurement activities
at each IMP and to collect and analyze the data.
Because transmission of large volumes of data is expensive and usually not necessary, a network monitoring
system needs facilities for reducing data before transmission to the NMC. Cole [3J showed that good approximations to many kinds of distribution functions could be
obtained from log histograms. Much of the measurement
data obtained by the ARPA network measurement software is transmitted in the form of log histograms to reduce
the amount of data transmitted. Extending Cole's reasoning, only the first four moments of a distribution are
required to model its behavior for most purposes. Rather
than produce these moments at the NMC from data
transmitted from remotely located monitors, hardware
could be provided in each remotely located monitor to
produce these moments, then transmit only the moments
to the NMC, thereby reducing the data that must be
transmitted. The main disadvantage is the cost of such
data reduction equipment.
The activities and parameters of a system or network
can be monitored continuously, periodically on a sampling
basis, or only when events of interest occur. An event
usually consists of a logical and/or sequential combination
of other events. Fundamentally, an event is the occurrence
of a specific pattern or sequence of patterns in particular
portion(s) of the system, network, environment, or workload. Tools for monitoring events should include facilities:
1) to detect specified event(s);
2) to register the (real or relative) time of occurrence
of the event;
3) to time the duration of the event (i.e., the set of
states comprising the event, or bounded by t*,o
particular events) and/or its consequences;
4) to obtain and record selected attributes of the system,
workload, and/or environment when the event
occurred;
5) to count the number of occurrences of the event; and
6) to initiate some action as a consequence of the
event, e.g., diagnosing the cause of a problem
defined by the occurrence of the event, checking for
any damage, or initiating repair and/or recovery
activities.
A well-known problem in physics and astronomy is to
determine the order in which nearly simultaneous events
occur in widely separated systems. The same problem
occurs when monitoring a network of computers. One
way to minimize such problems is to synchronize all the
clocks as accurately as possible with a single, very accurate, reliable source of time-of-day readings such as
that provided by the National Bureau of Standards of
the United States or the National Research Council of
Canada.
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In order to determine the effects that changes have on
the performance of the network, some way of controlling
the workload applied to the network is desirable. Thus, a
m~nitoring system would be more useful if it included
facilities to apply loads with specified characteristics to
the object system or network.
From the above discussion, it follows that an ideal
CNMS should include the hardware and/or software tools.
necessary:
Fip;.
1) to observe, measure, record, and evaluate the
behavior of each of the components of a computer
network (including its workload and environment),
such tools being:
a) a set of computer monitoring systems, each having
hardware and/or software capable of detecting
particular events, measuring their attributes,
recording and reducing the data, and transmitting
the data for analysis elsewhere;
b) terminal and/or telecommunications link monitors, each having hardware and/or software to
observe activities and information flow;
2) to define, control, and coordinate monitoring activities throughout the network;
3) to provide a single, accurate, reliable source of time
(e.g., time of day readings and precise intervals) for
the entire CNMS; and
4) to provide network traffic with known characteristics, should the CNMS user need this capability for
monitoring purposes.
To the best of our knowledge, no such computer network
monitoring system has yet been developed. However, a
number of hardware monitors and software monitors,
plus a few hybrid monitors (e.g., [17]-[19J) have been
developed for computer systems, and software techniques
and tools havebeen used by Kleinrock, Cole, and others
to monitor computer networks [3].
Experience in monitoring computer systems, and study
of pertinent literature indicate that an ideal computer
network monitoring system (CNMS) should possess the
following characteristics:
1) be easy to use, yet flexible and expandable;

2) be as system independent as practical;
3) be dependable and easily diagnos~d;
4) allow gathering of measurement data at a distance
from the monitor control and analysis functions,
with minimal human intervention required;
5) span the network;
6) interfere minimally with the performance and mtegrity of the measured systems;
J.. 7) interfere minimally with computer-computer and
terminal-computer communications;
8) have no ill effects on the security or integrity of any
of the systems;
9) offer a choice of resolution, so that the unit of
measure fits what is measured; and
10) be low in cost while not compromising the other
goals.

-- --- --,-----,

,-----,

NMC

1. Measurement software (MS), remote computer controlled
hardwar.e monitor (RCHM), regional network measurement
center (RNMC), and network measurement center (NMC).

It is, of course, impossible to achieve the ideal CNMS.
. Nevertheless, this paper describes an attempt to produce
a system that hopefully will accomplish many of these
goals to a reasonable degree. In Section VI, the CNMS
described in Section III is evaluated in terms of these
characteristics of an ideal CNMS.
III. DESCRIPTION OF A CNMS

A. System Architecture
Using the characteristics listed in Section II as goals,
a CNMS has bt;en designed and is being developed. A
prototype system has been implemented and is being
tested by using it to monitor two types of minicomputers
and two small laboratory networks. This CNMS consists
of the following major components, which correspond with
the list of tools needed that is given in Section II:
1) a set of hybrid· monitors (called remote controlled
hybrid monitors, and abbreviated RCHM) , each
being controlled by a computer which can be miles
away (i.e., at the NMC), and containing components to enable it to monitor a computer system
and a set of communications links to terminals or
other computers;
2) software to define, .control, and coordinate the
activities of a set of hardware monitors, and.~
obtain and analyze data from them;
..
3) monitoring software in each observed computer,
and tools to enable the activities of the monitoring
software to be controlled and coordinated from the
NMC;
4) facilities in each hardware monitor to gain access
to a single standard clock for time-of-day readings
as well as precise intervals; and
5) a network traffic (load) generator capable of
simulating the activities of several users (human
or nonhuman) interacting with the network.
Fig. 1 shows how the components of this CNMS can
be configured to monitor network. Note that a telephone
line, which may be physically or logically separate from
the data links of the network, can connect each monitor
to the computer controlling it, or the monitor can be
attached directly to the controlling computer. These
telephone connections need not remain establishedthroughout a monitoring session. Computer control is required
only to set up the experiments, to read accumulated data

a
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Network hardware monitors attached to a computer network.

Fig. 3.

Generalized monitor.

periodically during some experiments, and to terminate
the monitoring session. Each remotely controlled monitor
has a microprocessor to handle real-time details, and a
minidisk to hold accumulated data for the NMC.
If the NMC cannot control all the RCHM's in the network, regional network monitoring centers (RNMC's)
are introduced to form the hierarchy illustrated in Fig. 2.
Note that RCHM's can be controlled indirectly (i.e., via
telecommunications links) or directly by either a RNMC
ora NMC.
As Fig. 3 illustrates, the RCHM is composed of a number of specialized modules interconnected by a bus, called
the MONIBUS. The modules included in a monitor depend
on the activities to be monitored. Each module is assigned a set of MONIBUS addresses which are used by the
~controlling computer to send control information and to
:.receive monitored results. The modules included so far
are listed here and described in Section III-B.
1) Event detectors:

a) Masked-word range comparators, used to detect
an event defined in terms of data or address
ranges;
b) combinational logic units, used to detect an event

defined III terms of Boolean functions of other
events;
c) sequential logic units, used to detect an eVFt
defined as a sequence of other events; and
d) character detectors for bit-serial lines.
2) Time measuring modules:

a) Time stamp units, used to record time of occurrence, identity, and other selected attributes of
an event;
b) event timers;
c) interval timers, for sampled measurements; and
d) network clock, which is synchronized with a
standard reference clock.
3) Counters, data reducers, and data recorders:

a)· Histogram generators;
b) moment generator, used to yield the first four
moments of a given distribution;
c) event counters;
d) flip-flop banks;
e) content-addressable memory (CAM); and
f) random-access memory (RAM).

MORGAN

et al.:

303

NETWORK MONITORING SYSTEM
1;

USER INTERFACE MANAGER

EXPERIMENT MANAGER

RESULTS

EVENT a
EVENT a
EVENT
SCHEDUUNG
ROUTINE
HANDLfR
PRIMI'I1VES SCHEDULER

MANAGER

DATA
SCHEDULER OUTPUT
REDUCTION
FORMAmNG
a
SCHEDUUNG
Ii
ANALYSES
PRIMITIVES

USER- WRITTEN
EXPERIMENT
BUILDER Ii
CONTROLLER

PRIMITIVES EDITTING
PRIMITIVES

USER- WRITTEN ROUTINES
FOR DATA GATHERING,
RECORDING, REDUCING
ANALYSING Ii OUTPUT

RESOURCE MANAGER
DATA
MANAGER

OVERLAY OPERAl1NG
MANAGER SYSTEM
INTERFACE

OBJECT

LOCAL

REMOTE

NETWORK

RCHM

RCHM

SOFTWARE DRIVERS DRIVERS
MONITOR

Fig. 4.

4) Communications and control equipment:

a) Programmable switch matrices;
b) interrupt generators;
c) RCHM c.ontroller and communications link interface; and
d) MONIBUS:.to-UNIBUS (PDP-1l) interface.
5) Signal conditioning circuitry and patch panels

A set of high-impedance probes connect points of
interest in the object computer to the monitor. The probes
terminate on a patch panel containing signal conditioning
circuitry.
The highly modular monitor architecture makes it quite
easy to add new special-purpose data gathering or data
reducing components as needed. This modular hardware
architecture and the desire to allow the monitoring system
to evolve dictate a similar architecture for the software.
Figs. 4 and 5 depict the architecture of the software at
this stage of its evolution.
The heart of this software is a small, real-time, message-

switched operating system, containing a set of JiCHM
module drivers, interrupt handling routines, primitives to
aid authors of experiment control and data analysis
routines in writing and scheduling execution of their
routines, a small supervisor to allocate resources (processor,
memory, and communications) plus the communications
control routines. A liInited set of standard routines for
data analysis and output formatting, an embryonic version
of a translator for a monitoring language,and software to
allow the user to interact with the monitoring system,
complete the ·present version of the system software.
These software components are described in Section III-R
As experience is gained using the system, a monitoring
language is being defined. The current version of the
language is an extension of Fortran; however, the possibility of basing the language on a BCPL-like language
(e.g., B [20J) is being actively pursued.
A load generator has been implemented to provide a
user with the ability to specify what traffic should be in
the network while monitoring, should known traffic be
desired [21J. The current version simulates the typing
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RCHM controller.

action of up to sixteen users at terminals with speeds up bits, but the comparators have been designed so that four
to 300 baud. The load generator transmits prepared can be easily combined to test a 64-bit string. Four comscripts from disk to the appropriate line(s), and can parators are usually interconnected in a different way to
simulate thinking and typing time distributions. A version form what we call a quadri-comparator which has four
of the load generator to produce' higher speed traffic, . ranges and 16 (of the 17 possible) outputs. The outputs
simulating host activities, is being created. Eventually, are: below the lowest value, equal to one of the range
the load generators will also be controllable from the boundaries, within a range, between two ranges, or
NMC using the monitoring language.
greater than or equal to the highest value.
Monitoring software in each node (or host) is obviously
The sequential logic unit determines whether a sequence
quite system dependent; however, sets of standard of events represented on its input lines is followVtg a
monitoring software primitives are being designed to specified pattern. The pattern is defined by a regultir exobserve parameters characteristic of many systems. We pression which was specified by the experimenter, manipuare striving to minimize the amount of such software lated by the controlling computer, and stored in the
required, as well as the amount of work required to write, sequential logic unit. The current design features eight
install, and debug it. Standard means of communicatiIig inputs, eight outputs, anq a maximum of 32 states;
between this software and the RCHM are being designed. however, the unit could, like the other types of units, be
of arbitrary size, determined by cost and need. Races are
B. Component Descriptions
avoided by buffering the inputs and by using a syn1) RCHM Hardware Components: Corresponding to chronous design.
The combinational logic unit determines whether the
the three main types of computer system events, there are
eight events represented on its input lines satisfy the
three types of event detectors in· the RCHM:
Boolean expression specified by the experimenter's pro"value" events - masked-work range comparator
gram. The functional representation is translated to a
sequential events - sequential logic unit
.
Karnaugh map and stored as such in the unit.
combinational events - combinational logic unit.
The character detector receives characters serially by
The masked-word range comparator determines whether bit from the telecommunications link to which it is ata bit string, logically "ANDed" with the specified mask, tached, thereby detecting telecommunications link events
then regarded as a binary value, falls within two program- such as the start of a message. The detector tests to see
specified limits. There are five output lines to indicate if each character (5,7, or 8 bit codes) matches one of the
whether the given string is above, below, or within the sixteen patterns specified by the controlling program. If
range, or whether it is equal to the upper or lower limit. so, the output line corresponding to the pattern matched
Currently each comparator tests strings of at most sixteen is set to "high." This unit employs a simple associative
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memory to achieve the desired speed. The character events include overflow of counters or timers, data overrun
detector and the sequential logic unit are used together in the time stamp unit, or events selected by the experito handle communications protocols, e.g., to detect the menter.
header of a message or packet.
The program-controlled switch matrices connect a
In a monitoring system there is a need to accurately software specified input to one or mor.e specified outputs:
determine :real time, to measure durations, and to obtain Using the switch matrices, several experiments can be set
pulses of specified widths at specified regular intervals. up by making the necessary patch panel connections in
Facilities for each are provided in the RCHM.
advance; then, under progrltm control, setting up the
The network clock serves as the source of accurate real switch matrices to perform one experiment at a time. To
time as well as very accurately spaced pulses. The current change from one experiment to another, one merely calls
clock supplies pulses every 100 ns and selected multiples. a routine to disconnect certain links, then calls another
When a specified event occurs, the time stamp unit routine to make the required connections through the
records an identifier for the event, time of occurenceof. switch matrices. Using these matrices, probes are linked
the event, and sixteen indicators of the state of the object to event detecting units, which are connected to data
system when the event occurred. Currently, the output for gathering units, Itnd these are connected to data recording
an event contains 48 bits of information, the Ininimum and data reducing units. Two sizes of switch matrices
time betw~en recordable events is 200 ns, and the clock have been used thus far: 8 X 8 and 16 X 4.
resolution is 100 ns.
These programmable switch matrices make the CNMS
The timer and event counter counts the number ·of - feasible. Originally, it was hoped to use switch matrices
occurrences of the specified event, and measures the total exclusively, eliminating patch panels, but the size, speed
amount of time the event occurred during the period of and cost of the switch matrices required dictated the comobservation. Currently, each register has 32 bits, the promise of using patch panels plus switch matrices to make
tiIning resolution is 100 ns, and the maximum count rate the necess~ry connections. When compared with the
is 10 MHz. The controlling program selects one of four ~xclusive use of patch panels to achieve interconnection,
clock rates. Under program control, each timer may be the compromise reduces the time required to chlJ,nge from
used as either a timer or an event counter. One can arrange one experiment to the next and reduces the amount of
for the controlling computer to be notified when a counter human intervention required, but not to the level we had
overflows by connecting the counter's overflow output to hoped. A less expensive switch matrix on a medium scale
the input of an interrupt generator (see below).
integrated (MSI) chip is planned to further reduce the
The interval timer produces a "high" output every use of a patch panel.
X + Y p,s, and the output lasts for Y p,s. X and Yare set
2) NMC, RNMC, and RCHM Software: As Figs. 4 and
under program control. The interval timer is used to 5 illustrate, the system software for the Inicroprocessor
indicate when to sample the system, should sampling that controls tpe RCHM and the system software for the
rather than event-driven monitoring be desirable for a NMC and RNMC have basically the same structure.
particular set of experiments.
However, the RCHM software is simpler and m.uch
In order to keep track of the fact that a set of events of smaller than that for the (R)NMC. The principal cominterest has occurred or to aid in measuring the time ponents of the software correspond with the types of
between events, a set of flip-flops is provided on the patch functions to be performed. The message:.switched operatpanels together with numerous standard logic gates.
ing system structure is well suited to the problem of ~n
To record monitored data ~mtil the controlling computer trolling parallel tasks in multiple machines.
has an opportunity to access it, event memory is provided
The user interface manager receives, analyzes, and
in the form of some semiconductor memory and a Ininidisk. interprets commands typed by the user as the user sets
In most measurement experiments, the object is to up an experiment, interacts with it, and obtains and
obtain the distribution function for the quantity beirlg analyzes the results. The command interpreter calls upon
measured. In order to facilitate obtaining this distribution the other components of the system to serve the user.
function, histogram generators and a moment generator
The experiment manager schedules and supports the
are included in the design of the RCHM. A histogram execution of experiment control programs written by users
generator consists of a mask, a bank of comparators (or a in. the monitoring language.
CAM), and a corresponding bank of counters. When the
The monitor manlJ,ger drives (or arranges for the
input data falls within a range, the corresponding counter RCHM controller to drive) the components of the
are set under RCHM to perform the monitoring activities requested
, is incremented by one. The mask and ranges
.
4:>rogram control.
by the user.
The moment generator, working with the output of the
The resource manager allocates main and auxiliary
histogram generator, produces the first four moments of memory, and records and retrieves monitored data, exthe distribution.
periment control programs and system programs.
The interrupt generator signals the nearest controlling
The communications manager in the NMC ha:ndles
computer (whether RCHM controller or NMC or RNMC) communications with the RNMC's it controls, with the
whenever one of its input lines indicates that ail event has load generator, with the object network monitoring softoccurred which requires computer intervention. Such ware, with the data analysis system, and with any
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RCHM's it controls directly. The communications manager in the RNMC provides communications with its
controlling NMC and possibly the object network monitoring software. The communications manager in the RCHM
controller is only concerned \vith its controlling NMC
orRNMC.
The results manager schedules and supports userwritten or system-supplied routines to record, reduce, and
analyze monitored data. Experiments requiring a great
deal of data analysis send the data to a larger system that
is more suitable for such analysis. l At the University of
Waterloo, the Honeywell 6050 is used for this purpose.'
When the analysis is complete, the results are formatted
by routines of the results manager selected by the user.
The maintenance manager provides diagnostic routines
and standard test packages for hardware and software of
the CNMS. Using these routines, a knowledgeable user_
can interact directly with the components of the RCHM's
and can perform reasonably complex experiments without
having to write and compile experiment control programs.
The maintenance manager also contains all routines
necessary to handle CNMS hardware or software errors.
The queue manager provides the primary means of
communicating between these software components. A
service to be performed is requested by building a queue
entry and asking the queue manager to put it in the appropriate place in the proper queue. A service which is to
be done at a particular time is placed in the queue manager's queue until it is time to move it to the appropriate
action queue.
A good first generation of most of these software components is being used to perform moderately complex
. experiments. A more sophisticated and complete version
of the software is now being written.
IV. USING THE CNMS
A. General Procedure

In order .to monitor a network using the CNMS,
several'functions must be performed.
Step 1: Determine what is to be monitored and how to
monitor it.
Step 2: Determine what hardware probes (if any) are
to be used, install them, and test them using an oscilloscope and the diagnostic software of the CNMS.
Step 3: Determine what software monitoring tools (if
any) are to be used in the object network, install them,
and test them using the diagnostic software of the CNMS.
Step 4: Decide whether known, controlled traffic is desired for the experiment and, if so, provide the load
generator with the necessary scripts, distributions and
line descriptors.
Step 5: Define the software necessary to define and
1 Alternately, the NMC could be used at some sacrifice in efficiency and power.
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control the experiment and analyze the resulting data.
Step 6: $et up the patch panel as required and debug
the resulting combination of hardware and software using
the diagnostic software of the CNMS.
Step 7: Using the command language, .initiate the experiment from a terminal attached to the NMC.
Step 8: Interact with the experiment.
Step 9: Obtain and interpret the results.
Today's computer architecture unfortunately demands
that Step 2 be performed by a computer hardware expert.
Step 3 must be performed by a computer software expert,
but we are trying to develop software monitoring primitives that will simplify this step. Step 4 requires knowledge
of the use of a load generator and a text editing system. The
text editor is needed to create the scripts of transactions
required by the load generator. To do Step 5 requires
knowing how to write experiment control programs using
the monitoring language and how to Ul3e the support
routines provided to help control experiments and analyze
results. Step 6 hopefully only requires knowledge of CNMS
and the system being monitored, but could require expert
help if problems exist with the hardware or with the object
netw.ork software. Steps 7-9 only require knowledge of
CNMS and the characteristics of the object network.
Thus, monitoring a computer network is still a rather
demanding task. However, once Steps 1-6 have been
performed for a set of experiments, the remaining steps
can be performed without detailed knowledge of how the
monitoring is being accomplished.

B. An Example
The following example was chosen from a set of experiments that have been performed to measure, evaluate,
and improve the CNMS and its components [22]. The
example illustrates use of the RCHM and indicates a
useful way of representing data.
As discussed in Section III, an important componifut of
the CNMS is the load generator. In order to study its
behavior, we assembled a two-node computer network.
Each node executes the load' generator to produce traffic
for the other node through a variety of data links. The
rate at which the load generator applies transaction traffic
to each of its output lines iscontroUed by the user's .choice
of distribution function (e.g., exponential, uniform,
hyperexponential) and by his choice- of parameters for the
distribution. A variety of line I3peeds can be produced in
our networks laboratory for the data links joining the
two nodes of this captive network. Thus, we can subject
the load generator to a wide variety of tests while observing its behavior.
We have found two histograms to be particularly useful
for understanding and modeling the behavior of computer
systems or networks: system state versus time in each
state, and system state transition versus number of such
transitions. Both types of histograms are being produced
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State vector measurements.

as part of the measurement and evaluation of this network
of load generators, but only the first will be presented
, here. (A paper describing the measurement and evaluation
;., of the load generator network is being prepared.)
The histogram shown in Fig. 6 was produced by connecting the components of the RCHM to the load generator network as shown in Fig. 7, and by writing and

executing the experiment control program shown in
Fig. 8. The subroutines called by the experiment control
program are primarily RCHM drivers. The variable
"RCHM" indicates which RCHM is being used. (When
this experiment was being performed, only one RCHM
was assembled and working, but now there are two.)
The variable "UNIT" indicates which of the several com-
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C
C
C

FILE NAME:

C SET UP 8X8 SWITCH MATRICES

OEXP4.EXP

C

C 5TATES
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C
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C
C
C
C
C
C
C
C
C
C
C
C

C
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]HE TWO CPU'S.
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TIME IN
TIME/
STATE
REAL TIME

TIMER & EVENT COUNTERS

TIME/
COMPUTE TIME

SUBROUTINE DEXP4-

TVIBO=O
TV1Bl=1
TV2BO=2
TV2Bl=3
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TV5B1 =7
RTIME=7
CTIME=4

EXTERNAL TVOVFL
IMPLICIT INTEGER(A-Z)
INTEGER TVOVFO(5), TVOVFL(5)

CAll SWBCOH{sa, TV1BO, 5', T'!lBl, 52, TV2B0, 53, T'!2Bl,

WHERE REAL TIME= >TOTAL EXPERIMENT TIME. AND
COMPUTE TIME = > CPU # 1- OR CPU #2 BUSY.

C THE SYSTEM IS DEFINED TO BE BUSY, OR DOING USEFUL
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C EXECUTING OUTSIDE OF THE PROGRAM WAIT LOOP.
C

C

C

COM~lVN

C
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C

12

c
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WRITE(6.12)
FORMAT(' USE TEST PROGRAM TO SPECIFY QC RANGE #3 = WAIT LOOP'.r
1 ' ON BOTH MACHINES' ./' ')

35

C
C
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C
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C
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C 5ET UP INTERRUPT GENERATOR AND CLEAR OVERFtDW COUNT5.
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C
C
C
C
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"DO 40 UNIT=l,4
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C TV #5 OVERFLOW LINES ARE 'OR'ED WITH THOSE OF TV #4, SINCE
C ONLY HAVE FOUR INTERRUPT LINES. A SPECIAL CHECK IS MADE IN
C 'TVOVFL'.
TVOVFO (5) =0
TVOVFL(5)=0

C LOGIC UNIT #1 = -B = STATE 2 • 1SW815

C

1975

L1 :=-B
LOGIC UNIT #2 = -B = STATE 3 = 1SW816

RETURN
END

L2: =-B

Fig. 8.

ponents of the same type
dressed.

In

an RCHM is being ad-

V. APPLICATIONS OF THE CNMS
Besides its intended use of monitoring a computer network, the system has been used successfully to monitor
the activities of a computer system. Several experiments
have been and are being performed, including the following.
1) Using the monitor to locate frequently used ~ode
and system bottlenecks in DOS-ll and Fortran
as programs are compiled and executed;
2) determining the loading on the PDP-ll UNIBUS;
3) determining the frequency of execution of each of
eight classes of instructions for different kinds of
programs in order to compare our results with those
obtained by IDar and Schreiber at the University of
Erlangen [23J;
4) validating a mathematical model of two transactionoriented data base management systems interacting
with each other and sharing data; and
5) locating inefficiencies in a computer network simulator implemented to work in parallel on three interconnected PDP-ll computers.

Reports describing the results of these experiments are
being prepared. Many other experiments are planned, e.g.,
measuring the swapping activities of various PDP-ll
operating systems, observing Honeywell's GCOS executing
on a 6050, watching VM/370, monitoring the perfor~ance
of an experimental loop network joining our laboratory
with laboratories in Toronto and Ottawa, as well as monitoring our campus network.
Eventually we think that some form of a CNMS will be
a vital component in an automated maintenance system
for co~puter networks, helping to detect and diagnose
malfunctions and bottlenecks in hardware and software
semiautomatically. Such a system is being designed, and
implementation of a prototype is planned during 19751976. Furthermore, we anticipate that a form of CNMS
will eventually be an important component in an adaptively
controlled computer network. We are working toward
these goals as well as toward "simply" monitoring the
performance of computer networks and systems.
Components of the CNMS are being employed in a
novel experiment to test the .feasibility of providing
hardware assistance to an information retrieval system.
The results of this experiment should be available in about
18 months.
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TABtE I
EVALUATION OF CNMS (SEPTEMBER

Weight

Raw Score

Criterion

Now

1974)
Score

Raw Score
1976

l"eighted
Now

+ 3
+ 3

.09

.27

.07

.21

1976

Comments

Ease of Use
Software

.09

-<;

.07

To write e>..l' control programs

+ 1

To use system software

+ 1

Hardware

.08

To set up experirr:ents

- 2

- 1

-.16

-.08

.03
.03

To write

+ 3
+ 3

+ 3
+ 3

.09

.09

.09

.09

+ 3
+ 2

+ 3
+ 2

.18

.18

.12

.12

+ 1
- 1
_+ 3

+ 2
+ 3
+ 3

+ 3
+ 1

+ 3
+ 2

.06

.06

.03

.06

softw~re

To use, once

~et

for

up

Flexibility and expandability

.06

Of soft\\'are

'.06

Of hardware
Object system independence

.02

Of sof tl,;are

.02

Of hardware

.04

I

Int-erference with object systcm~'1

.02

.04

-.02

.06

.12

.12

Dependability

.02

Of sofnlare

.03

Of -hard\'1are

Diagnosability

.02

Of software

0

.03

Of hardware

+ 2

+ l'
+ 2

0
.06

.06

.02

.04

Interference with Corr.municationsl

+ 3

+ 3

.12

.12

.02

Object system security and
integrity

+ 1

+ 1

.02

.02

.01

Choice of resolution

+ 1

+ 1

.01

.01

Ability to remotely monitor

0

+ 3

O·

.3

.03

Ability to span the network

0

+ 2

0

.06

.2

Cost

3

- 2

-.6

-.4

1.0

TOTAL

0.3

1.41

.1

I

Finally, it appears that the CNMS, with minor software
and hardware modifications, can be used to monitor a set
of electronic switching offices for telephones [24J.
VI. SUMMARY, CONCLUSIONS, AND
FURTHER WORK
In Section II it was concluded that an integrated
monitoring system is preferable to ,a set of unrelated,
uncoordinated monitoring tools, because few people who
need to monitor a system or network are hardware, software, and statistics experts whose primary interest in life
is to monitor the system or network In Section III the
CNMS being created.at the University of Waterloo was
described. Section IV presented a simple example to il~ustrate use of the system, and Section V mentioned
several experiments that are being performed using the
CNMS.
S. Mamrak, in her forthcoming article entitled "Performance Evaluation in Computer Networks: A Survey"
[1J, states: "Actual system measurements, analyzed using

-

statistical techniques and used to improve queueing and
simulation model"!, have been relatively neglected. (rrfus
neglect may be due in part to the unavailability of tools
for making desired observations of dynamic systems and of
statistically significant test environments.)" It is hoped
that the CNMS described in this paper will be a good
first step toward satisfying this need.
As promised in Section I, we h;we evaluated our
CNMS based on our experience in using it. Table I is our
.evaluation of the system as it stands at this writing and
our prediction of an evaluation as the system should be at
the beginning of 1976. The evaluation is based on the nine
characteristics of an ideal CNMS listed in Section II. The
scores range from -5 to +5, with -5 meaning "Terrible,
couldn't be worse," +5 meaning "Excellent, couldn't be
better," and 0 being the borderline between being acceptable and unacceptable.
As the scoring indicates, the main problems with the
CNMS are cost and the continuing need for a patch paneL
We anticip~te that both problems can be solved in time,
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especially considering the rate at which the cost of logic is
dropping and recent developments in solid state switching
for data communications.
. The prototype RCHM's use TTL logic, which limits our
resolution to 10 MHz; however, some of the newer components .contain Schottky logic in order to monitor the
microprogrammed PDP-U/45.
A few conclusions can be drawn from our experience
thus far.
1) The hardware monitor (RCHM) works and is not
prohibitively expensive to build (i.e., $10,000 to $100,000,
depending on which modules are included and in what
quantity).
2) The modular components plus the bus architecture
make it easy to insert or remove components as desired.
Above the cost of a basic monitor, the cost of the monitor
increases as the complexity of the experiments to be
performed increases.
3) It is not difficult to write control programs for themonitor, even without the monitoring language, bec~use
each component is addressed as a set of memory locations
on the controlling PDP-II. The primitives of the current,
embryonic monitoring language are simply Fortran subroutine calls. The routines themselves are written in either
Fortran or Assembler for the PDP-II.
4) The diagnostic hardware and software that we included in the CNMS continually proves its value. Many
monitoring tools do not include such error detection and
diagnostic tools. We have found that it is definitely worth
our time to quickly run through a set of routine hardware
and software test programs before running an experiment.
5) A system hardware expert would not be required to
install the probes if computer manufacturers provided an
accessible panel of probe points on their products.
The security and privacy questions that arise from considering the widespread use of CNMS's are thought
provoking, to say the least, and could be the subject of a
long discourse. A simple way to prevent unauthorized
snooping is to keep the phone numbers of the RCHM's
of the CNMS a well-guarded secret.
Creating a network monitoring system is an ambitious
project. Although much has been accomplished since the
project began in mid 1971, a great deal of work remains to
be done, some of which is listed here.
1) Develop a theory of computer-monitoring. Possible
topics include extending the work of Morgan and Sutton
[35J in formally defining events in terms of system states,
providing a formal basis for deciding when the performance of a system is acceptable, and creating a theoretical
basis on which to build monitoring systems.
2) Find solutions to the problems of determining exactly
Lwhen an event occurred and deciding the order in which
two nearly simultaneous events occurred in separate
computers of the network.
3) Develop an easily used, extensible language for
defining and controlling monitoring experiments as well
as analyzing the data. Our Fortran-based langu,age is only
a poor first step toward this goal.
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4) Determine what parameters characterize the performance and workload of a computer system or network.
Some form of so called Kiviat graph might be useful to
represent the performance of the network in terms of
these parameters [36].
5) Create a self-monitoring computer system, and
then a self-monitoring computer network. A self-monitoring computer system is one that includes special hardware
(e.g., microprogrammed special instructions) to aid the
system in observing its own activities. Similarly, a selfmonitoring computer network would contain special
hardware and firmware to help the network observe its
own activities.
6) Create an adaptive computer system that monitors
its workload and its performance while continually adjusting its resource multiplexing parameters accordingly. A
mathematical model of such a system has been analyzed
by Badel et al. [25].
And much, much more.
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